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FAR 52.204-25 PROHIBITION ON CONTRACTING FOR CERTAIN TELECOMMUNICATIONS AND VIDEO 
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(c) Requirements. The Contractor, excluding any United Kingdom (UK) company within scope of the UK 
Ministry of Defence (MOD) Industry Security Notice (ISN) Number 2021/03, shall provide access to its facilities, 
systems, and personnel necessary for the Government to conduct a Medium or High NIST SP 800-171 DoD 
Assessment, as described in NIST SP 800-171 DoD Assessment Methodology at 
https://www.acq.osd.mil/dpap/pdi/cyber/strategically assessing contractor implementation of NIST SP 800-
171.html, if necessary. 

(d) Procedures. Excluding any United Kingdom (UK) company within scope of the UK Ministry of Defence (MOD) 
Industry Security Notice (ISN) Number 2021/03, summary level scores for all assessments will be posted in the 
Supplier Performance Risk System (SPRS) (https://www.sprs.csd.disa.mil/) to provide DoD Components 
visibility into the summary level scores of strategic assessments. 

(g) Subcontracts. 

(2) Excluding any subcontract or other contractual instrument with a United Kingdom (UK) company 
within scope of the UK Ministry of Defence (MOD) Industry Security Notice (ISN) Number 2021/03, the Contractor 
shall not award a subcontract or other contractual instrument, that is subject to the implementation of NIST SP 
800-171 security requirements, in accordance with DFARS clause 252.204-7012 of this contract, unless the 
subcontractor has completed, within the last 3 years, at least a Basic NIST SP 800-171 DoD Assessment, as 
described in https://www.acq.osd.mil/asda/dpc/cp/cyber/safeguarding.html#nistSP800171, for all covered 


